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Abstract
We present a neural network verification toolbox to 1) assess the

probability of satisfaction of a constraint, and 2) modify the set

to achieve the probability of satisfaction. Specifically, the tool box

establishes with a user-specified level of confidence whether the

output of the neural network for a given input distribution is likely

to be contained within a given set. Should the tool determine that

the given set cannot satisfy the likelihood constraint, the tool also

implements an approach outlined in this paper to alter the set to

ensure that the user-defined satisfaction probability is achieved. The

toolbox is comprised of sampling-based approaches which exploit

the properties of signed distance function to define set containment.

CCS Concepts
• Theory of computation→ Logic and verification; •Mathe-
matics of computing→ Probabilistic algorithms;Hypothesis
testing and confidence interval computation.
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Figure 1: We consider neural nets with probabilistic inputs,
and seek to identify the likelihood that the output distribu-
tion falls within a set 𝐶 with at least some probability 1 − Δ
(Problem 1), and if necessary, to identify the smallest enlarge-
ment of the set𝐶, by a distance 𝜃 , in order to satisfy the same
probability (Problem 2).

1 Introduction
Neural networks (NN) have shown great promise in myriad do-

mains, often demonstrating performance on part with, or even

surpassing, traditional methods. They have even been embedded

as elements of safety-critical systems, such as in quadrotor motion

planning [1, 2], autonomous driving [3], aircraft collision avoidance

[4], and aircraft taxiing [5]. However, the deployment of NNs in

safety-critical domains introduces significant challenges, particu-

larly regarding their robustness to input uncertainties and adversar-

ial attacks. These challenges currently represent one of the primary

barriers to the broader adoption of NNs in such domains. For in-

stance, in contexts such as malware detection and sparse regression,

existing works have shown that adversarial inputs can be crafted

with relative ease to exploit vulnerabilities in NNs [6, 7].

To address these concerns, the formal verification of NNs has

emerged as a critical area of research. Broadly speaking, verifica-

tion approaches can be categorized into two types: deterministic
and probabilistic. Deterministic verification provides binary guar-

antees that the outputs of a NN satisfy a specific condition for all

inputs within a defined set. This type of verification is crucial for

worst-case safety guarantees. Several state-of-the-art techniques

have been developed in this domain, including mixed-integer lin-

ear programming [8–11], satisfiability modulo theories [12, 13],

semidefinite programming [14–17], and reachability analysis [18].
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These methods typically assume a bounded input uncertainty set,

centered around some nominal input.

On the other hand, probabilistic verification focuses on assessing

the likelihood that a NN satisfies a safety condition under uncertain

or random inputs, which may be unbounded. Such uncertainties

can arise naturally from environmental noise, signal processing

errors, or other exogenous disturbances. Furthermore, adversarial

noise, even when imperceptible, can significantly alter NN outputs,

particularly in deep networks for tasks like image classification

[19, 20].

Probabilistic verification addresses the key question: Given a

random input vector x0 and a neural network 𝑓 , what is the proba-

bility that the output y = 𝑓 (x) lies within a predefined safety set

𝐶? Specifically, we seek to ensure that this probability exceeds a

certain user-defined threshold, expressed as

Py (𝐶) ≥ 1 − Δ, (1)

where Δ ∈ (0, 1) represents the satisfaction probability.

A major challenge in probabilistic NN verification is the diffi-

culty of propagating input uncertainty through highly nonlinear

mappings. Existing approaches to computing or approximating the

chance constraint in (1) can be categorized as either analytical or
sampling-based. Analytical methods include the propagation of con-

fidence ellipsoids using approximate networks,
˜𝑓 , which reduces

the verification problem to a semidefinite program [21], and the

use of characteristic functions to propagate input distributions ex-

actly in ReLU networks, drawing on concepts from discrete-time

dynamical systems and Fourier transforms [22]. PROVEN [23] ap-

proximates the safety probability using linear approximations and

concentration inequalities for (sub-)Gaussian inputs with bounded

support. Similarly, methods such as CC-Cert [24] combine Cramer-

Chernoff bounds with sample propagation to estimate the safety

probability, while more recent approaches use branch-and-bound

techniques to simultaneously upper and lower bound the probabil-

ity of safety [25]. Alternatively, scenario-based approaches compute

safety certificates by solving chance-constrained programs based

on the number of samples, either by directly lower-bounding the

success probability [26] or by determining the largest norm ball B𝜀

that is likely to enclose the output [27].

In this paper, we present SAVER: SAmpling-based VERification

of Neural Nets, a Python toolbox for sampling-based probabilistic

verification.We use the Dvoretzky-Kiefer-Wolfowitz Inequality [28]

and scenario optimization approach [29], which provide bounds on

the number of samples necessary to validate a specification to a

desired probability as in (1). To encode the set specifications, we

define the sets as SDFs, whose properties allow us to expand the

set should the original specification not achieve the satisfaction

probability. We apply this approach on a three examples: 1) the

containment of feedforward neural network’s output, 2) the robust-

ness of an image classifier, and 3) the resulting position of a aircraft

with noise added to the neural network.

2 Problem Formulation
Let (Ω,M(Ω), 𝑃) be a probability tuple. The set Ω is the set of

all possible outcomes,M(Ω) is the set of events, i.e., a 𝜎-algebra,
where each event is a set of outcomes, and a function 𝑃 : M(Ω) →
[0, 1] which assigns a probability to each set in the 𝜎-algebra. A

random variable is a measurable function, y : Ω → Y. We de-

note the space of random variables as y ∈ 𝐿𝑝 (Ω,M(Ω), 𝑃) ={
y : Ω → Y|

∫
Y |y(𝜔) |𝑝 d𝑃 (𝜔) < ∞

}
. The probability that y will

take on a value in 𝑆 we represent by a probability measure, 𝑃y (𝑆) =
𝑃 (y−1 (𝑆)) = 𝑃 ({𝜔 ∈ Ω |y(𝜔) ∈ 𝑆}) for 𝑆 ∈ M(Y). We denote a

constraint set 𝐶 ∈ M(Y) through a measurable signed distance

function (SDF) 𝑔𝐶 : Y → R,

𝑔𝐶 (𝑦) :=
{

inf𝑝∈𝐶 ∥𝑝 − 𝑦∥, 𝑦 ∈ Y\𝐶,
− inf𝑝∈Y\𝐶 ∥𝑝 − 𝑦∥, 𝑦 ∈ 𝐶.

(2)

Put simply, the SDF says that the point 𝑦 ∈ Y is within the set if its

output is negative or zero and positive otherwise. Set operations

such as union, intersection, and set difference are readily captured

using SDFs. We use SDFs to formulate the two NN verification

problems the toolbox solves, stated formally here and depicted

graphically in Figure 1. SDFs are ubiquitous in Hamilton-Jacobi-

Bellman reachability where one characterizes reachable sets by

solving an optimization problem [30].

Problem 1. Given a neural network, 𝑓 : X → Y, a SDF 𝑔𝐶 :

Y → R, and a probability of satisfaction Δ ∈ (0, 1), determine if

P ({𝜔 : 𝑔𝐶 (𝑓 (x(𝜔))) ≤ 0}) ≥ 1 − Δ, (3)

where 1 − Δ ∈ (0, 1) is the probability of satisfaction.

Problem 2. Given a neural network, 𝑓 : X → Y, a SDF𝑔𝐶 : Y →
R, and a probability of satisfaction Δ ∈ (0, 1), solve the optimization
problem,

minimize

𝜃 ∈R
𝜃, (4a)

subject to P ({𝜔 : 𝑔𝐶 (𝑓 (x(𝜔))) − 𝜃 ≤ 0}) ≥ 1 − Δ. (4b)

That is, we find a new set 𝐶∗ = {𝑦 ∈ Y : 𝑔𝐶 (𝑦) − 𝜃∗ ≤ 0}, where 𝜃∗
is the optimal solution of (4), such that it satisfies (1).

Remark 1. Note that both Problem 1 and 2 are focused on proba-
bilistic verify neural networks. However, this formulation is generic,
and so 𝑓 could also represent a dynamical system with a neural net-
work in the loop, or other functions.

Solving Problem 1 is crucial for determining whether neural

network or a system with a neural network in the loop satisfies

specifications with a given probability. We use Problem 2 for:

(1) enlargement: identify howmuch larger set must be to ensure

the satisfaction likelihood 1 − Δ
(2) reduction: shrink the set 𝐶 , in the event that the desired

specification can be satisfied with high probability.

3 Sampling-Based Verification
To evaluate the expression on the left hand side of the inequality

in (3), we rewrite the probability of neural network output residing

in the set as a cumulative distribution function (CDF),

Φ𝑔𝐶 (𝑓 (x) ) (𝑦) = E[1{𝑔𝐶 (𝑓 (x) )≤𝑦} ],
= P({𝜔 ∈ Ω | 𝑔𝐶 (𝑓 (x(𝜔))) ≤ 𝑦}). (5)

We can approximate (5) empirically as,

Φ̂𝑔𝐶 (𝑓 (x) ) (𝑦) =
1

𝑁

𝑁∑︁
𝑖=1

1{𝑔𝐶 (𝑓 (x(𝑖 ) ) )≤𝑦} . (6)
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3.1 Dvoretzky-Kiefer-Wolfowitz Inequality
One way to determine howmany samples are needed to estimate (5)

via (6) is via the Dvoretzky-Kiefer-Wolfowitz (DKW) inequality [28],

which provides a bound on the difference between the empirical

distribution function Φ̂𝑔𝐶 (𝑓 (x) ) and the true CDF Φ𝑔𝐶 (𝑓 (x) ) . For-
mally, given 𝑁 i.i.d. samples, the DKW inequality states that for

any error tolerance 𝜖 > 0,

P
(
sup

𝑥
|Φ̂𝑔𝐶 (𝑓 (x) ) (𝑥) − Φ𝑔𝐶 (𝑓 (x) ) (𝑥) | > 𝜖

)
≤ 2e

−2𝑁𝜖2 . (7)

Further, to determine the number of samples 𝑁 an obtain an em-

pirical CDF from (6) that is within 𝜖 to the actual one in (5) with

confidence level 1 − 𝛽 , we can rearrange (7) to obtain,

𝑁 ≥
⌈
− 1

2𝜖2
ln

(
𝛽

2

)⌉
. (8)

Therefore, solving Problem 1 is merely a matter of using (7) to

compute the number of samples via a user specified 𝜖, 𝛽 ∈ (0, 1).
For Problem 2, we first note that (4) is equivalent to the definition

of the quantile function.

Definition 1. The quantile function 𝑄 : [0, 1] → R is the in-
verse of the CDF, provided that Φ𝑔𝐶 (𝑓 (x) ) (𝑥) is continuous and non-
decreasing. Formally, for 𝑝 ∈ [0, 1], the quantile function is given
by

𝑄 (𝑝) = inf{𝑥 ∈ R : Φ𝑔𝐶 (𝑓 (x) ) (𝑥) ≥ 𝑝}. (9)

In other words, 𝑄 (𝑝) returns the value 𝑥 such that the probability of
a random variable being less than or equal to 𝑥 is at least 𝑝 .

We can even use root-finding, such as the bisection algorithm,

to find the smallest 𝜃 such that,

Φ̂𝑔𝐶 (𝑓 (x) ) (𝜃∗) = 1 − Δ. (10)

3.2 Scenario Optimization
Scenario optimization constructs data-driven approximations of

solutions for the chance-constrained optimization problem

min.
𝜃 ∈R𝑛𝜃

𝑐⊺𝜃, s.t P ({𝜔 : ℎ(x(𝜔), 𝜃 ) ≤ 0}) ≥ 1 − Δ, (11)

where ℎ : R𝑛 × R𝑛𝜃 → R is convex with respect to its second

argument 𝜃 . Instead of directly evaluating the chance constraint,

which is generally impractical, the scenario approach approximately

enforces the constraint in (11) by utilizing samples of x, yielding
the scenario relaxation

min.
𝜃 ∈R𝑛𝜃

𝑐⊺𝜃, s.t. ℎ

(
x(𝑖 ) , 𝜃

)
≤ 0, 𝑖 = 1, . . . , 𝑁 . (12)

An optimal solution 𝜃∗ of (12) will not be an optimizer of (11)

due to the sampling approximation since the set of optimizers is

generally of measure zero; however, the set of feasible solutions, i.e.,

values of 𝜃 that satisfy the chance constraint while not necessarily

minimizing the objective, has positive measure that we can bound.

In particular, a sufficient condition that an optimal solution of (12)

be a feasible solution of (11) with probability ≥ 1 − 𝛽 is that the

number of samples 𝑁 satisfies the bound

𝑁 ≥
⌈
1

Δ

(
e

e − 1

) (
log

1

𝛽
+ 𝑛𝜃

)⌉
, (13)

where 𝛽 ∈ (0, 1) is the confidence parameter, and 𝑛𝜃 is the number

of decision variables. With a user-specified confidence parameter 𝛽

and the number of decision variables 𝑛𝜃 , we have that the optimal

solution 𝜃∗ results in satisfaction of the chance constraint with

probability 1 − Δ with confidence 1 − 𝛽 [29, 31].

For the neural network verification problem, we can pose the

optimization problem in (4) as follows,

min.
𝜃 ∈R

𝜃, s.t. 𝑔𝐶

(
𝑓

(
x(𝑖 )

))
− 𝜃 ≤ 0, 𝑖 = 1, . . . , 𝑁 , (14)

where we can determine the desired number of samples by set-

ting 𝑛𝜃 to 1. Note that, if 𝜃∗ ≤ 0, then we satisfy the specification,

thereby solving Problem 1. Should 𝜃∗ > 0, then we address Prob-

lem 2, where we determine the expansion of the set to ensure 1−Δ
constraint satisfaction.

Note that the optimization problem in (14) is convex, because

the decision variable 𝜃 is linear. Further, the optimization problem

does not require the convexity of the set specified by the SDF. We

can solve the optimization problem by Algorithm 1.

Algorithm 1 Scenario-Based Verification Algorithm

Input: Confidence parameter, 1𝛽 ; probability of satisfaction, Δ;
input distribution, Px; nonlinearity, such as neural network or

system, 𝑓 : R𝑛 → R𝑚 ; specification, 𝑔𝐶 : R𝑚 → R
Output: Set modification, 𝜃∗

1: Determine the number samples, 𝑁 , via (13).

2: Sample 𝑁 samples of x, i.e. 𝑥 (𝑖 ) ∼ Px for 𝑖 = 1, . . . , 𝑁 .

3: Compute 𝑦 (𝑖 ) = 𝑔𝐶

(
𝑓

(
𝑥 (𝑖 )

))
for 𝑖 = 1, . . . , 𝑁 .

4: Find the largest 𝑦 (𝑖 ) and set 𝜃∗ = 𝑦 (𝑖 ) .
5: return 𝜃∗

3.3 Comparison of Approaches
Both sampling-based approaches prioritize different aspects of the

probabilistic nature of probabilistic verification to ensure the prob-

ability of satisfaction. The DKW approach enforces probabilistic

satisfaction relative to the empirical CDF, which captures the most

commonly occurring probability for probabilistic specification sat-

isfaction using the observed samples. In contrast, scenario optimiza-

tion emphasizes the largest set enlargement such that one satisfies

the desired probability of satisfaction from the observed samples.

4 Toolbox Features

Initialize

Verification

Section 4.1

verficationProblem

Specification

Section 4.2

Sample

Assessment

Section 4.3

samplesRequired() addSamples()

specification()

probability()

modifySet()

Likelihood

Evaluation

Section 4.4

Modify Set

Section 4.5

Figure 2: Flowchart depicting SAVER toolbox elements.
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The toolbox is downloadable from https://bit.ly/SAVERtoolbox.

It runs on Python and requires the following packages: torch,
torchvision, numpy, matplotlib, cvxpy, scipy and jupyterlab.
We implement the toolbox in Python as it contains a number of

popular packages for neural network training such as, but not

limited to, TensorFlow [32], PyTorch [33], and JAX [34]. By default,

mathematical operations are handled by NumPy [35]. Figure 2

overviews the functions within our approach and how one would

go about setting up a verification task.

4.1 Initializing a Verification Problem
We can start a sampling-based verification problem by the following

functions:

1 # Setup code omitted

2 verifDKW = verify.usingDKW(betaDKW ,epsilonDKW ,Delta)

3 verifScenario = verify.usingScenario(betaScenario ,Delta)

Here, verify.usingDKW and verify.usingScenario initialize

sampling-based verification problem using DKW or scenario op-

timization respectively. Both functions take Delta correspond-

ing to Δ, the user-defined satisfaction probability. In the function

verify.usingDKW, the input variables betaDKW and epsilonDKW,
and Delta correspond to 𝛽 and 𝜖 respectively which appear in (8). In
function verify.usingScenario, the input variables betaScenario
corresponds to 𝛽 in Section 3.2, the confidence for which the prob-

ability of satisfaction is greater than 1 − Δ.

4.2 Adding a Specification
The toolbox consists of two SDFs: 1) norm-ball and 2) polytopes.

We present the norm-ball with an example implementation of a

two norm-ball (Figure 3),

𝑔𝐶 (𝑝) = | |𝑝 − 𝑐 | |2 − 𝑟 . (15)

The function which implements this in our toolbox is:

c

p (0, θ∗)
(p, θ∗)

(p, 0)

c

{(x, θ∗)|gc(x) = θ∗}
θ

Figure 3: A subset set 𝐶 (left) of a vector space X and the
graph of its SDF 𝑔𝐶 (right). A point 𝑝 positioned at a signed
distance 𝜃∗ away from 𝐶 lies on the border of the enlarged
set𝐶∗ = {𝑥 : 𝑔𝐶 (𝑥) = 𝜃∗}, which is the projection of the graph
section {(𝑥, 𝜃∗) : (𝑔𝐶 (𝑥) = 𝜃∗)} onto X. Here 𝜃∗ > 0, resulting
in an enlargement; if 𝜃∗ were negative, the new set would be
a reduction.

1 # Define SDF:

2 normSDF = sdfs.norm(center ,zeroRadius ,norm =2)

The function sdfs.norm requires variables center and zeroRadius
which correspond to 𝑐 and 𝑟 in (15). The function utilizes "normSDF="
variable to define what norm the SDF is, and is a two norm by de-

fault. For sake of space, we do not expand on the implementation

of the polytope SDF except in subsection 5.2 where we utilize it for

image robustness. A SDF is added to the verification task calling

the following functions with normSDF as an input argument:

1 # Add SDF:

2 verifDKW.specification(normSDF)

3 verifScenario.specification(normSDF)

Should the user desire to change the specification in the verification

problem, calling addSpecification from the verification problem

with a new input variable for the specification, e.g., newSDF.

4.3 Adding Samples
Note that for this toolbox, the samples must come from a user-

defined sampling function or simulator. To provide the number of

samples to the sampler or simulator, we provide the user with the

following functions which output the number of samples:

1 # How many samples are needed:

2 verifDKW.samplesRequired ()

3 verifScenario.samplesRequired ()

We add samples to verification problem by evaluate the following

function with the variable outputSamples:

1 # Add samples to the verification problem:

2 verifDKW.addSamples(outputSamples)

3 verifScenario.addSamples(outputSamples)

Should the user desire to change samples for the verification prob-

lem, calling samples from the verification problem with a new

input variable of samples, e.g. newOutputSamples.

4.4 Check Probabilistic Satisfaction of
Specification

To address Problem 1, we can call the following function for either

sampling-based approach:

1 # Check if the samples satisfy the specification:

2 verifDKW.probability ()

3 verifScenario.probability ()

4.5 Modify the Specification to Ensure
Probabilistic Satisfaction

Should we not be able probabilistically satisfy the specification, we

can solve Problem 2 to determine what how much the set must

grow to ensure the satisfaction probability.

1 # Modify the specification:

2 verifDKW.modifySet ()

3 verifScenario.modifySet ()

5 Examples
We present three examples that highlight the usage of our sampling-

based verification approach. All experiments were run on a Intel

10900K with 128GB RAM running PopOS 22.04 with Python 3.10.12.

The examples in Sections 5.1 and 5.2 utilize PyTorch to conduct

evaluations of the neural network.

https://bit.ly/SAVERtoolbox
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5.1 Feedforward Neural Network with ReLU
Activations

x ∈ R4

where x𝑖 ∼ Cauchy(0, 1)
Py (𝐶) ≥ 1 − Δ ?

y ∈ R2

Figure 4: We propagate a standard Cauchy distribution at the
input through a feedforward neural network with ReLU acti-
vation functions and determine whether the output resides
within the set , 𝐶, with probability greater than 1 − Δ.

We employ our sampling-based verification tool on a simple

feedforward neural network with ReLU activation functions similar

to [22]. As we show in Figure 4, the network takes in samples from

a standardized Cauchy distribution, a distribution with undefined

moments, passes through the network which consists 4 inputs, 2

layers, each with 10 neurons, and 2 outputs. The set specification

we wish to ensure for a satisfaction probability of 1 − Δ = 0.999 is

a two norm ball of radius 20,000,

𝐶 = {𝑦 ∈ R2
: | |𝑦 | |2 ≤ 20, 000}. (16)

This results in a SDF,

𝑔𝐶 (𝑝) = ∥𝑝 ∥2 − 20, 000. (17)

Since a Cauchy distribution is heavy tailed distribution, we set a

conservative estimate of how large the set must be, in hopes of

reducing the set.

Figure 5: Samples of the output of the neural network are su-
perimposed on the set specification (16). Through both DKW
and scenario optimization approaches, we achieve probabilis-
tic satisfaction of the specification with probability greater
than 99%. To reduce the set’s conservatism, we revise the
specification using DKW (yellow) and scenario (green) ap-
proaches to solve Problem 2 while ensuring 99.9% specifica-
tion satisfaction.

Figure 6: Scaling of sampling , verification (DKW and
Scenario ), and set modification (DKW and Scenario

) with respect to input and output dimension.

We run both the DKW and scenario-based approaches from our

toolbox and present the results in Figure 5, along with the samples.

For the DKW approach, we utilize a confidence, 1 − 𝛽 , of 0.999

and an error from the true CDF, 𝜖 , of 0.001, resulting in requiring

3,800,452 samples. The scenario approach uses the same confidence

as DKW, requiring 12, 510 samples for the verification task. The

analysis we conduct with both the DKW and scenario approaches

indicate that we do satisfy the specification with 0.999 probability,

thereby addressing Problem 1. Nonetheless, to reduce our initial

estimate of the set, we solve (4) in Problem 2 with both the DKW

and scenario approach which result in 𝜃∗
DKW

= −19, 232.62 and

𝜃∗
Scenario

= −3, 779.28 respectively. Specifically, the DKW-based

approach results in a reduction relative the nominal satisfaction

probability of the constraint. In contrast, the scenario-based ap-

proach results in a smaller set reduction as it prioritizes extreme

values to ensure the probabilist of constraint satisfaction.

5.1.1 Analysis of Complexity. Both sample-based approaches theo-

retically do not depend on the input or output dimension, only the

number of samples (Figure 6). Each approach scales differently with

increasing samples. The scenario approach is a linear program that

scales from polynomial to near-linear with respect to the number

of samples, depending on the solver and this is apparent when

we scale the output dimension [36, 37]. The DKW approach scales

linearly in the number of samples [28] for probabilistic verification

and the convergence of the root-finding for set modification con-

verges linearly [38]. Note that for the output scaling, numpy runs
out of memory beyond a 1000 outputs for 3,800,452 samples.

5.2 Image Classifier

Figure 7: We determine the robustness of our classifier by
perturbing each pixel of a fixed digit from the MNIST data-
base with a Gaussian with variance of 0.25, i.e. N(0, 0.25).

We also validated the sampling-based approach by examining

the robustness of a Convolutional Neural Network (CNN) classifier

trained on a normalized MNIST dataset [39]. Specifically, we evalu-

ated whether the classifier maintains a high probability of correct
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classification on noisy versions of an originally correctly classified

image of the digit 7.

To formalize the requirement of correct classification, we define a

constraint set𝐶 in the logit space𝑦 ∈ R10
of the classifier. Logits are

the outputs from the last layer of a neural network before applying

the softmax function, representing the raw, unnormalized class

scores. The constraint set is a polytope in the logit space which

specifies that the classifier’s output is ‘7’. Let 𝑦 = 𝑓 (𝑥) denote the
logit vector output by the CNN for a normalized input image 𝑥 ,

where 𝑦𝑖 is the logit corresponding to class 𝑖 . The condition for the

correct classification as ‘7’ is ensured by enforcing that the logit for

class ‘7’ (denoted as 𝑦7) is the highest among all classes. In matrix

form, these constraints can be expressed as:

𝐶 = {𝑦 ∈ R10
: 𝐴𝑦 ≤ 𝑏}. (18)

where each row in 𝐴 includes a +1 for 𝑦7, a −1 for a particular 𝑦𝑖
(where 𝑖 ≠ 7), and 0 elsewhere, 𝑏 is a zero vector.

We then compute the SDF 𝑔𝐶 for the polytope 𝐶 . This function

quantifies how far the logit vector 𝑦 is from the boundary of 𝐶 ,

providing a measure of classification stability:

𝑔𝐶 (𝑦) =
{
min𝑧∈𝐶 ∥𝑦 − 𝑧∥2, if 𝑦 ∉ 𝐶

−min𝑖
𝐴𝑖𝑦−𝑏𝑖
∥𝐴𝑖 ∥2 , if 𝑦 ∈ 𝐶

(19)

where 𝐴𝑖 is the 𝑖-th row of the matrix 𝐴.

• If 𝑦 ∉ 𝐶 , the signed distance is positive and is computed as

the shortest Euclidean distance to the polytope’s boundary.

This distance can be determined by solving the quadratic

programming problem outlined above.

• If 𝑦 ∈ 𝐶 , the signed distance is negative. It is determined

by computing the perpendicular distances from 𝑦 to each

hyperplane defining the polytope’s facets. The minimum

of these distances represents the shortest distance to the

boundary.

We generated input samples by adding standard Gaussian noise

with a mean of zero and a variance of 0.25, thus distorting the

digit (Figure 7). This pixel-wise noise is added to the un-normalized

image, which is then normalized before CNN classification. We

require that the specification in (18) be satisfied with 1 − Δ = 0.99

probability. To determine if the specification is satisfied via DKW,

we specify 𝜖 = 0.01 and 𝛽 = 0.001 for (7), resulting in requiring

38, 005 samples. Likewise, we generated samples needed for the

scenario approach with the same confidence as the DKW-based

approach, requiring 1, 251 samples. We generated these samples by

the above-described process. This resulted in determining that, by

Problem 1, we did not satisfy the specification in (18).

5.3 TaxiNet
We validated the sampling-based approach on the TaxiNet bench-

mark. TaxiNet consists of a neural network which predicts heading

angle and the cross track position from images from a camera at-

tached on the right wing of a Cessna 208B Grand Caravan taxiing at

5 m/s down runway 04 of Grant County International Airport [40].

The crosstrack and heading angle are fed into a proportional con-

troller,

𝜙 = −0.74𝑝 − 0.44𝜃, (20)

where 𝜙 is the steering angle of the aircraft. Gaussian noise to each

pixel, i.e. w ∼ N(0, 50), corrupts the downsampled image that is

fed into TaxiNet.

Figure 8: Lateral view of the TaxiNet experiment. The aircraft
has an initial cross track deviation of 5meters, and then taxis
100 meters along the runway. However, solving Problem 1
reveals that because the downsampled images are corrupted,
the aircraft cannot regulate its position to within 1 meter of
the centerline with at least 90% likelihood. Solving Problem 2
results in enlargements when using either DKW or scenario
approaches, with 𝜃∗ = 0.9 or 1.25, respectively.

The aircraft starts at cross-track position 𝑝0 = 5 meters, heading

angle 𝜃0 = 10 degrees, and runway down-track position of 322

meters. At 422 meters, wish to validate whether the cross-track

position is within 1 meter of the centerline of the runway,

𝐶 = {𝑝 ∈ R : |𝑝 | ≤ 1}. (21)

The SDF is,

𝑔𝐶 (𝑝) = |𝑝 | − 1, (22)

where we have taken the one norm deviation from the aircraft’s

crosstrack position. Figure 8 visually overviews the experiment and

specification, (22), in orange. After we solve the root finding prob-

lem that attempts to compute the quantile in (9), solving Problem 2

to find (10).

We require that the specification in (22) be satisfied to with

1−Δ = 0.9 probability. To determine if the specification is satisfied,

we specify 𝜖 = 0.1 and 𝛽 = 0.001 for (7), resulting in requiring 381

samples for the DKW-based approach. For the scenario approach,

we specify a confidence of 𝛽 = 0.001 to (13), requiring 126 samples.

We therefore ran the simulator for 381 times over a span of two

hours. This resulted in determining that, by Problem 1, we did

not satisfy the specification in (22). Thus, we solve Problem 2, to

determine a 𝜃 that satisfies the probability of satisfaction 1 − Δ.
Therefore, we proceed to solve (4) in Problem 2 with the DKW and

scenario methods, resulting in 𝜃∗
DKW

= 0.632 and 𝜃∗
Scenario

= 1.25,

respectively.

6 Conclusion
We present SAVER, a sampling-based toolbox for probabilistic veri-

fication of neural networks. The toolbox provides two approaches

to obtain the number of samples necessary to verify whether we

satisfy a specification. In addition, the toolbox is also able to modify

the set through the usage of SDFs in order to achieve the satis-

faction probability. To assess the toolbox’s efficacy, we use it on

three examples with different objectives. Future work will assess

the toolbox against other neural network verification approaches.
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