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Abstract. In this work, we introduce the Deceptive Resource Allocation
Game (DRAG), which studies purposeful deception within a Bayesian
game framework. In DRAG, a Defender allocates resources across the
true asset along with several decoys to influence an Attacker’s beliefs and
actions, with the intent to divert the Attacker away from the true asset.
We seek to characterize purposeful deception, whereby the Defender de-
ceives only when doing so improves its performance. To this end, we solve
for the Perfect Bayesian Nash Equilibrium (PBNE) of the corresponding
game. We show that, despite the coupled belief—policy interdependence,
the problem admits an efficient, non-iterative linear programming for-
mulation. Numerical results demonstrate that the resulting policies nat-
urally balance performance optimality and belief manipulation, giving
rise to purposeful and emergent deceptive behaviors.
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1 Introduction

Deception plays a fundamental role in domains such as military operations [9],
security |1], and autonomous systems operating under adversarial influence |11].
Existing policies [3] optimize surrogate deception metrics at the expense of per-
formance, leading to “deception for the sake of deception.” A common frame-
work that balances deception and performance is asymmetric-information games,
where agents possess unequal knowledge about the underlying environment and
strategically manipulate observable signals to influence an opponent’s belief and
decision-making.

A well-studied line of work includes goal recognition (GR) and deceptive path
planning (DPP). GR |13}141|18| focuses on inferring an agent’s intent from ob-
served trajectories, while DPP [6,/15]/16] studies how an agent can reach its goal
while misleading an observer about its intent. Recent DPP works [15}[17] ad-
dress the limitation of surrogate deception metrics 3] using a Bayesian game
formulation. In these settings, an Attacker is privately assigned a goal from a
set of candidates, while the Defender seeks to identify the true goal by observing
the Attacker’s trajectory and allocate resources accordingly. However, existing
approaches are limited to settings where the informed agent fully controls the
observable signal and, in some cases, to only two candidate goals.
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Fig. 1. An example of DRAG from the perspectives of the Attacker (left) and Defender
(right).

In this paper, we study the Deceptive Resource Allocation Game (DRAG), a
natural dual of DPP, in which a Defender, informed of the true asset, allocates
limited resources across candidate assets to mislead the Attacker (see Fig. .
Similar in spirit to DPP, the Defender in DRAG must balance two competing
objectives: allocating resources to the true asset to optimize performance and
allocating resources to decoys to manipulate the opponent’s belief. This trade-
off gives rise to purposeful deception, where deception is employed only when it
improves the Defender’s performance, instead of merely inducing uncertainty or
bias to the Attacker’s belief.

In DRAG, the Defender influences the Attacker’s belief via its allocation ac-
tions, while the Attacker controls the game state and, in turn, influences the
Defender’s allocations. Consequently, the observable signal arises from the in-
teraction among agents, thereby coupling belief and strategic behavior in a way
absent from prior DPP formulations. Thus, unlike DPP [15/[16], the observable
signal in DRAG is jointly controlled by both players. To formalize this interac-
tion, we adopt a Bayesian game framework and solve for Perfect Bayesian Nash
Equilibria (PBNE), in which agents optimize performance while accounting for
belief manipulation. Prior works [5/8] have proposed linear programming (LP)
formulations for computing PBNE when the informed player fully controls the
observable signal. Despite the jointly-controlled signal, we show that DRAG still
admits an LP formulation on the game tree.

Contributions: The contributions of this work are threefold. First, we introduce
the DRAG problem, a novel dual formulation of the GR and DPP problems.
Second, we show that the informed player (the Defender) can influence the un-
informed player’s belief (the Attacker) by shaping the distribution of observable
allocation histories, thereby affecting the Attacker’s decisions. Third, we present
an efficient LP formulation on the DRAG game tree, enabling the computation of
PBNE. Our LP approach is general and applies to arbitrary graphs with multiple
candidate goals, extending prior DPP work [15,(16], which is restricted to two-
goal settings. Numerical results demonstrate that the resulting PBNE policies
exhibit purposeful deceptive behaviors by balancing deception and performance.

The notation used in this paper is fairly standard. A(F) denotes the set of
probability distributions over a finite set E. For a finite set ©, [f(0)]gco denotes
the vector in RI®! whose entries are given by f(6) for each § € @. Unless otherwise
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specified, we abbreviate it as [f(#)],. We use [0:T] to denote the discrete set
{0,1,...,T}. For a random variable X and its realization z, the probability of
the event {X ==z} is denoted as P(X = x). When the random variable is clear
from the context, we use the shorthand P(z).

2 Problem Formulation

The Deceptive Resource Allocation Game (DRAG) is a discrete-time dynamic
zero-sum game between a Defender and an Attacker over a graph G = (S, &),
where S and £ are the node set and the edge set, respectively. Let @ C S
denote a set of candidate asset nodes. At the start of the game, Nature selects
an asset Oyye € © according to the prior by € A(©) and privately reveals it to
the Defender, who aims to protect it, without disclosing to the Attacker. The
Defender is of type 6 if the candidate asset 6 is selected by Nature.

At each time step, the Attacker moves on the graph G, while the Defender
allocates resources to one candidate asset in ©. The Defender aims to maximize
the resources accumulated at 6., while the Attacker seeks to minimize the
same. By allocating to decoy assets, the Defender can strategically mislead the
Attacker’s inference of 6y, thereby delaying its progress toward the true asset
and gaining additional time to reinforce it. Conversely, the Attacker must infer
Oirue from the observed allocation history and reach it within a prescribed horizon
T, while minimizing the resources accumulated to 6¢,e. Formally, the DRAG
problem is defined as

DRAG = (S,€&,0,r,m, sg, bg, T,
whose components are described in detail below.

State and Action Spaces: The game state is given by the Attacker position
st €S. At time ¢, the Attacker selects an edge uy=(s¢, $¢+1) €€ and attempts to
move to the next node s;y1. Thus, the state space is S, and the Attacker action
space at node s is U(s), the set of outward edges at s. The Defender action
vy € V specifies the asset node to which resources are allocated at time t. Since
the Defender allocates to only one candidate asset at each time step, its action
space V coincides with 6. The edge weight w(u;) > 0 represents the amount of
resources the Defender can allocate while the Attacker traverses edge uﬂ

Dynamics: At the start of the game, Nature selects the true asset ¢,y from the
candidate set @ according to a commonly known prior bo€A(O). The selected
asset is privately revealed to the Defender. With 6y, fixed throughout the game,
the Attacker starts from an initial state so € S. All assets are initially unallocated.

At time t, both players act simultaneously. After the Attacker takes action
us € U(sy) at sy, it transitions to a neighboring node s;y; with probability

3 If edge weights represent travel time, then w(u¢) corresponds to the amount of
resources allocated by the Defender with a unit allocation rate.
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P(st41 | ¢, ut). Concurrently, the Defender takes action v; €V, thereby allocat-
ing resources to asset v;. The game terminates when the Attacker reaches any
asset in @ or when the horizon T is reached. For notational simplicity, we use
the shorthand Ps,'7, to denote P(sy1]s¢, us).

Information Structure: All game parameters are common information to both
players. However, the selected asset 6,y is only revealed to the Defender, lead-
ing to an information asymmetry as illustrated in Fig [I} The Attacker there-
fore forms a belief b, € A(O) about the true asset from the observed game
history. At time ¢, both players possess perfect recall of the game history hy =
(80, U0, V0, - -+ St—1, Ut—1, Vt—1, S¢ ), containing the Attacker’s state-action history
and the Defender’s action history [4]. Let H; denote the admissible game history
set, and let |H;| denote its cardinality.

Behavioral Strategies: Since DRAG is a finite extensive-form game with perfect
recall, Nash’s theorem and Kuhn’s theorem guarantee the existence of a Nash
equilibrium in behavioral strategies [10]. Let 0 € X and 7€ T denote the behav-
ioral strategies of the Attacker and Defender, respectively. Because the Defender
observes its type 0, its behavioral strategy is type-dependent and can be written
as T = {7‘0}06@. At time ¢, the Defender’s policy 7z maps the history h; and its
type 6 to an action distribution 7/ € A(V) , where 7/ (v;) denotes the proba-
bility that Defender selects action v; given its type # and the observed history
ht. Since the Defender’s type (i.e., the selected asset) is unobservable to the At-
tacker, the Attacker’s policy o; only takes the history h; as input and maps to
an action distribution o, € AU (s¢)) , where op, (ut) represents the probability
that Attacker selects action u; given the observed history h;.

Reward Structure: We counsider a general reward function r(hy, 0, us,v¢) that
assigns a running reward at time ¢ based on the history, the game type, and
the actions of both agents. The reward is not revealed to the agents during the
game and is used only for performance evaluation. Therefore, it cannot serve as
a signal for inferring the true asset. For notational simplicity, we introduce the
reward matrix thGRW(St)\X\V‘, which captures the rewards corresponding to
different action pairs.

2.1 Optimization Objectives

For each type 6 € ©, the Defender optimizes its (type-dependent) strategy 7¢ =
{T}?t}tT:O to maximize the following expected accumulated payoff of the type-6

game,
2]

VO(ho.0,7) = B2y [S v (.0 v0)|. 1)

80,9

where the superscript indicates that the trajectory distribution is induced by
(U, 7'9), while the subscript indicates that the game is initialized at sy with the
type fixed at 6.
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Under the zero-sum game assumption and the asymmetric information struc-
ture, the Attacker optimizes a single strategy o = {0, }1_, that minimizes the
ex-ante value,

V(ho,bo,0,7) = EZ7y [Zfzo v (he, 0, u, ut)} . 2)

Here, ]EZ(’)TbO denotes expectation under the strategy profile (o, 7), with initial
state sop and 6 drawn according to the prior by. We denote the type-6 and the
ex-ante continuation values as V¢ (ht, o, 7'9) and V' (hg, by, 0, 7), respectively.

2.2 Perfect Bayesian Nash Equilibrium

We now formally introduce the Perfect Bayesian Nash Equilibrium (PBNE),
where the Defender maximizes its type-dependent values, and the Attacker min-
imizes the ex-ante value. The PBNE solution concept consists of two parts: belief
consistency and policy sequential rationality |12,[19]. To formalize belief consis-
tency, we first define the Attacker’s belief about the true asset.

Definition 1 (Belief). Forf € © andt € [0 : T, the belief b,(0) is the posterior
probability that 0 is the true asset given the observed history h:, i.e.,
be (0) :="P7(0 | he),

where the superscript T emphasizes the dependence on the Defender’s strategy.

At each time ¢, the uninformed Attacker updates its belief according to the
Bayesian update rule

be—1(0) 77, (vi-1)

g bi-1(0") Tﬁifl(vm)' (3)

Since the Defender’s action v;_; is sampled from the type-dependent policy
70 ., it serves as the signal for inferring the true asset. The numerator of
is the joint probability of the Defender being type 6 and selecting the observed
action v;_1, while the denominator is the total probability of observing v;_;
across all types. Thus, is the posterior that the Defender is of type 6 given
Vt—1-

The following assumption and the resulting proposition establish that
yields the posterior belief b;(0) as defined in Definition

Assumption 1 (Conditional Independence) Fort € [1: T], conditioned on
the observed history hy, the belief over the true asset is independent of the At-
tacker’s immediate action-state pair (ui—1,st), i.e.,

bt(e) = PT(G | htflautf]d Vt—1, St) = PT(H ‘ ht717 /Utfl) B
hy

for all (ug—1,8¢) € U(sp—1) X S.
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Proposition 1. Under Assumption |1}, the Bayesian update rule coincides
with by (0), i.e.,
be1(0) 77, (vi-1)

S b ()7 (via)

Proof. The result follows from the interpretation of as P7(0 | he—1,v¢-1),
which equals to b;(0) under Assumption [I} See Appendix for details.

bt(e) =

The PBNE is formally defined as follows.

Definition 2. A strategy profile (0*,7*) constitutes a PBNE if the following
holds for allt € [0: T| and all histories hy € Hy with non-zero probability,

1. Sequential rationality:
V(ht,bt, * *) < V(ht,bt,(f T*), Voc Z,
VO(hy, o5 7%%) > VO (he, 0% 1Y), Voeo,r'eT?.

2. Belief consistency: the belief by is propagated according to the Bayesian up-
date rule in .

For brevity, we use V*(hy,b;) to denote V(ht,bt,a 79 ) Similarly, V*(hy)
denotes V?(hy, 0%, 7%%).

3 Dynamic Programming for Value Functions

A key challenge in DRAG is the coupling between belief updates and strategic
behaviors. To address this, we first establish a dynamic programming (DP) rep-
resentation of the ex-ante value V' (h¢, by, 0, 7). Building on this structure, we
show that the equilibrium game value V*(h, b;) admits a min-max DP char-
acterization. These results enable a sequence of duality-based reformulations on
V*(he, by), through which we construct an LP over the game tree [7].

Given the history h; € H; and belief b; at time ¢, the strategy profile
(0,7) and the transition dynamics induce a probability distribution over fu-
ture game trajectories. Under this induced distribution, the type-6 continuation
value V? (ht, o, 79) and the corresponding ex-ante value V' (hy, by, o, 7) admit the
following DP representations

VO (he,0,7%) = o R, 70+ Y o, () Post 78 (0) VO(heyr,0,7°),  (4)

Ut,Vt,St41

V(htu bt7 g, T) = Z bt o-ht Rht Tht (5)

+ Zaht Uy Zﬂf’qﬁ b (0 Tht(vt)va(ht+1,0,Ta)].

Ut ,Vt,St+1

A

In particular, the continuation term V¢ (ht+1,O', 7'9) in . ) and (| . ) denotes the
expected accumulated payoff from stage ¢t + 1 to horizon T under type 6.
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The terminal values are given by
VO (hr,o,7%)= O';LTR;LTT;LT, (6)
V(hr,br,0,7)= 3, br(6)oy, R}, 7). (7)
Note that is not a DP in terms of the ex-ante value V alone due to the

presence of V? in A. To resolve this, we leverage the following properties of
ex-ante values from —.

Remark 1. The ex-ante value is the expectation of the type-6 values, that is,
V(htvbtao—vT):Zg bt (9) Ve(ht,O',T‘9> . (8)

Remark 2. The ex-ante value is positively homogeneous in the belief, i.e., for
=20, V(h, aby,0,7) = aV (hy, by, 0,7) . (9)
Rearranging the coefficients of the term A in 7 we have

A=Y, B [bl(e)gh,(vl) Ve(hH.l,U, 7_9)}

= ZG Hff;;tl [bt+1 (g)ve(htJrla g, 7-0)] )

where £ =)",,0,(6 )Th (v¢) is the denominator in (3). We use Remarks [1H2f to
relate the type-6 value in term A with the ex-ante Value yielding the following
DP in terms of the ex-ante value V' alone:

V(ht, by, 0,7) = th( on R) i+ Z [Uh, ug) V (hig1, abegy, o, 7')}, (10)
0

Ut,Vt,St+1

where a="Ps,'%,, €. Since is derived under the Bayesian belief update rule, the
belief in the recursion is consistent with the underlying (o, 7). Thus, the PBNE
characterization reduces to enforcing sequential rationality on , yielding the
min-max DP characterization in ,

V*(hi,be)= mgln:ﬂx { th on R T —0—2 o, (ug) V* (ht+1, [735121t b (60 )Tf“/ (vt)] o )} (11&)
Ut,Vt,St+1

abii

= min {max o, { Z b(0) R, T + [ Z V*(hega, [Por be(6f )Tff: (Ut)}g/)h }}, (11b)

GhL ThL
Ve, St41

B(on,)

where the scaled belief ab;; is written explicitly in ((11a)) for clarity. The max-
min DP follows by symmetry.

4 Defender’s Linear Program

We now construct the LP that computes the Defender’s equilibrium strategy 7*.
The key idea is to introduce variables that encode the joint effect of belief and
Defender policies [§|, thereby eliminating the nonlinear coupling between belief
updates and policy choices.
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4.1 Single-stage LP

We begin with the single-stage case. Given (hr,br), the DRAG reduces to a
static Bayesian game whose value V*(hr, br) is given by the following LP:

V*(hT,bT) = Imax éhT

ThT, thw
st. 177 =1, 7 >0, Vo e o, (12a)
lp1 < ZR" br(0) T, (12b)

where the scalar ¢}, represents the worst-case ex-ante value that the Defender
can achieve under belief by. Note that if by is scaled by a nonnegative scalar «,
the LP remains valid, with b7 (6) replaced by the scaled belief a b (6) in (12b)).

4.2 Two-stage LP

We now consider the two-stage DRAG. Notice in that the maximization
over the Defender’s policy can be isolated as an inner problem for a fixed Attacker
policy. The term B(U'hT_l) can be reformulated as an LP, dualized, and then
embedded back into the overall optimization.

Under , the equilibrium value V*(hr_,br) is given by a min-max
problem that involves the continuation value V*(hr,abr) at time T. By the
single-stage result , V*(hr,aby) admits the following optimization:

V*(hr,abr) = max ¢, (13)
Thrsthr
s.t. lTThT—l T,f >0, vHeco,
Eth < ZRhT 9; 1, U 1bT—1 (0) Tngl(UT_l) TgT'
abT(G)

However, cannot be solved independently from the optimization at T —

1, since « contains TgT_l(UT_l) which is a decision variable at T'— 1. Given a

fixed o,,_,, the term B(op,_,) in (L1b) can be reformulated as the following
optimization problem by incorporating (13])

B (O'hT 1) = max o-hT I{ZRhT 1bT_ ThT ) { Z é;LT] }

Thoy

They s Lhg s VR vy, ST U
st. 177 =1, 77 >0, V0O, (l4a)
Vhr € Hr,
1TT;§’T =1, 7,20, V0cO, (14b)

1 < Z RhT S; LU le—l (0) TgT,l(UT—l) T}‘?T. (140)
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Notice that the constraint involves products between 7 _ (vr) and 7/ _,
which results in a bilinear constraint. To restore linearity in , we introduce
auxiliary variables z that encode the joint effect of belief and policies across
stages. Specifically, for all § € © and histories hy € Hp, we define

ZfLT 1° = by 1(0) ThGT—l’ ZhT = E;T1 7% 1ZZT71(UT*1) Tf?T' (15)

The variable Z}GLT,I(UT%) represents the joint probability of the Defender being
type-6 and selecting action vy at history hr_;. For each successor history hp =
(hr_1,ur, v11, ST), the variable szT (vr) represents the joint probability of the
Defender being type-6 and transitioning hr_; to hp and then select action vy.
Finally, the policy can be recovered as

0 Zfit (vr)

Th, (V) = m. (16)

Using the auxiliary z variables, (14]) can be transformed to the equivalent LP
under fixed Attacker policy o, _,,

B(on,_,) = max o-th{ZRththl [ZEhT] } (17a)

Zhop s ZrT VhT VT, ST Ur-1
st 1720 =bps(0), 2, >0, voeco,  (17h)
Vhr € Hr,
szhT—PS;TbuT 1ZhT,1(UT—1) , ZZT >0, VOeo, (17¢)
21 < ZRhTth (17d)

Note that (17) yields B(O'hT,l) in for a fixed o, ,. Since a feasible
LP with its objective bounded in the direction of optimization admits a finite
optimal solution and satisfies strong duality [2], it suffices to show that un-
der fixed o, , is feasible and upper bounded. Feasibility follows because
and construct non-empty scaled simplices, while ¢}, can be chosen suffi-
ciently small to satisfy . One can easily verify the upper-boundedness of its

objective (17a]) (see Appendix|A.2)). Dualizing and combining with the outer

minimization over op,_, in (11 leads to the following LP for V*(hr,br )

V*(hr—1, b ) = min ZbT 1(0) qhp (0) (18a)

Fhpy Ak
Nhp Qg Y hr O

s.t. V€O, Yur €V,
1704, =1, o, >0, (18b)

T S
Ahr (9) > eIT,l RZT,l Ohry + Z ETTl,uT 14hr (0) ) (ISC)

Ur-1, ST

VhreHr, VOO, Yore),
1TnhT = UhT71(uT—1) ) Nhp > 07 (18d)
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T
dhr (0) > eITRZTnhTa (186)

where qpn,,, Qn, € R|9|, and np, € Rl gre the dual variables, and e,,._,, €., €
RV are unit vectors with 1 on the entries corresponding to vy and vp. As
shown later in the Attacker’s LP, the vectors q correspond to the Attacker’s
performance under each Defender allocation action, while 1, characterizes the
Attacker’s policy at history hr. By strong duality, the dual of is feasible and
admits the same finite value B(o,.,) under fixed o4, . Since the additional
Attacker policy simplex (18b]) is non-empty and the finite reward function lower-
bounds the objective rong duality extends to the combined minimization
LP .

Dualizing yields the two-stage Defender’s maximization LP

V*(hra, bra) =, max Chr (19a)
2 Cngo¥ hr
st. 17z =bry(0), zj,_ >0, Voco, (19b)
ghT—l 1< Z RigLTﬂ ZzT,ﬁ‘Z (éhT euT—l)’ (190>
0 hr

VYhre 'HT,
172 =BT 2 (vra), 2, >0, V0€O, (19d)
by 1< > R) 2] . (19¢)

0

The scalar variable ¢, in captures the performance at stage T'. Note that
1. is scaled by the probability of realizing the history hp = (hy—1,ur—1,v7-1, $1),
since this probability is encoded in ZZT as in . The stage-(T'— 1) value
at fp,_, is linked to stage-T values through the dynamic-program-like con-
straint . On the right-hand side of , the first summation captures
the current performance, while the second represents the expected future perfor-
mance. Since the transition probabilities are already incorporated in ¢y, the ex-
pression sums directly over all possible next histories. Moreover, constraint
is an element-wise vector constraint, where each row corresponds to a possible
Attacker action up_;. Combined with the maximization objective ,
ensures optimal Defender strategy against all Attacker actions for this two-stage
problem.

4.3 General T-stage LP
With the z-variables being defined analogously to as
zh, = bo(0) Ty, Zh, =R, 2, (Vi-1) T,

we can generalize the two-stage LP in to the following generic T-stage
Defender LP for V*(h, bg) using backward induction
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(ho, bo) = max eho (20&)
Vte[(z)’T] Z,EH,
s.t. VO €O,
1Tzz0 =bo(0), zj >0, (20b)

1 < ZRhU Zho + Z ghl euo (20C>

Vte[1:T—1],Vh € Hy, V0 €O,

l—rzhf R s th l(vt_l) zz >0, (20d)
1 < ZR,“ ), + Y (lneu,), (20e)
iy

Vhr € Hr, Vo e 9,

1TZZT =R ur 1th71(UT_1), ZZT >0, (20f)
e R (208)

The Defender policy is reconstructed from the optimal solution z* of
via the following normalization

Ze*
hy : T,0%
, 1T 0% if1'zr #0,
* Zh
Tht = 1 t
— otherwise.
Vi

4.4 Interpretation of the Defender’s LP
The LP formulation consists of two types of constraints. Constraints (20c)),

, and encode optimality. Constraints , , and propagate
the joint distribution over types and history realizations.

The LP formulation offers insight into the asymmetric information struc-
ture in DRAG problems. The z variables encode joint distributions over types
and histories, showing that the informed Defender plans over distributions of
game trajectories. By shaping these trajectories, the Defender influences the
uninformed Attacker’s belief updates and decisions.

4.5 Computation Complexity

We next characterize the size of the LP in . For each history h; at time
t € [0: T], the LP contains one scalar variable {,, and |©| vectors z) € RV,

Since |V| = |0/, the total number of scalar variables is

T

ZZ (L+[677) =) [IHd - (1 +1e?)] (21)

t=0 hy€H+ t=0
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variables. For each h¢, the probability-flow constraints contribute |@| equalities,
while the optimality constraint contributes |U(s;)| inequalities. Thus, excluding
the non-negativity bounds on z, the number of constraints is

T
Neonstr :Z Z (‘@|+|u(5f)|) (22)

t=0 h€H,

The z-variables additionally impose Z?:o (|#:] - |©]?) non-negativity bounds.
Let [U|max = ma§<|Z/{(s)|, then, each stage has at most |U|max|©||S]| history
s€
branches. Hence |H;| is upper bounded by U |max|©]|S|. The numbers of variables

and constraints grow exponentially with the horizon T in the worst case, but
polynomially with |[U|max, |©], and |S] for fixed T

5 Attacker’s Linear Program

By strong duality, the Attacker’s equilibrium strategy ¢* can be solved from the
dual of the Defender LP in , following a max-min formulation of V*(h, by).
Similar to the Defender LP, we use the change of variables n,, =0, and np,=
Nh,_,(ut—1) oh,, yielding the following T-stage Attacker LP

V*(ho,bo) = min > " b0(6) qno (0 (23a)
Vie[0:T], hieH, @

s.t. VOeO, YVuyyeV,
1Tnh0 =1, Mho =0, (23b)
Gho (0) > €y Rho MNho Z Efiluo th y (23C>

$1,U0

Vie[l:T—1],Vhi€H:, VOEO, YV EV,

1, = e o(us—1), 1, >0, (23d)
dh, (9) > €, Rht Nh, + Z Eftutl qht+1 )) ’ (236)
St41,Ut

VhreHr, VOO, Yore),
1T77hT = 77hT 1(uT—l) ) Nhr > 07 (23f)
Ghr(0) > e RY . (23g)

Both and compute V*(hg,bg), but in two different ways. The De-
fender’s and Attacker’s equilibrium strategies are recovered by normalizing the
optimal solutions of and , respectively. Since is the dual of , it
has Nconstr variables and N,,, constraints, excluding variable-sign restrictions.
Unlike the z variables, 7 encodes only the Attacker’s action distribution along
each game trajectory, reflecting the Attacker’s informational disadvantage. Since
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belief updates are determined solely by the Defender’s strategy, the Attacker
neither controls nor plans how its belief evolves, but instead optimizes perfor-
mance aggregated across all game types. Due to strong duality, the LPs in
and constructed from the dynamic programs ensure the existence of PBNE
in DRAG, as specified in Theorem

Theorem 1 (Existence of PBNE). The DRAG can be solved as a pair of
primal-dual linear programs, which admits a unique and finite game value V*(hg, byg)
due to strong duality. Through normalization, the LPs’ optimal solutions consti-
tute a PBNE.

6 Numerical Experiments

We evaluated the proposed LP approach on the 4x4 grid DRAG in Fig. 2] where
the two candidate assets are marked in green and blue, and the prior is set to
bo=[0.2, 0.8]. The running reward for a type-6 Defender is defined as

r(ht,H,ut7vt) = ]1(’Ut = 6) ]l(@ N S0:t — @),

i.e., the Defender receives reward only when allocating to the true asset before
the Attacker reaches any candidate asset.

[ True Asset: Asset 0 (8 = 0)
—— =59.64% p=28.60%  —— p=10.57%
p=0.44% p=0.74%

5

&

Resources at Asset 0
w

2|-=m-- et -O—
1
1
L 0 ! Staage, t 4 5 6 J
(True Asset: Asset 1 (6 = 1) )
——13.19% P=82.24%  e— =2 34%
p=0.10% p=2.14%

[ Ry p—

3

N

m?-l---.l---l---l--
L

w

N

Resources at Asset 0

NOEE

Q- -r--
2Q--r--a--
Q- bmmdm s

Fig. 2. Histories of a 4 x4 DRAG. The label p denotes the probability of the game
history h; depicted in the corresponding color. Top & Bottom: Attacker trajectories
and Defender allocation when Asset 0 & 1 is selected.
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The game terminates when the Attacker either (i) fails to reach any asset by
the horizon T' = 10, or (ii) reaches one asset at the terminal time ¢ < T'. At time
t, we assign the additional terminal reward

ry=-—ml(s; =0).

That is, if the Attacker reaches the true asset, the Defender is penalized with the
Attacker threat level m = 25. Figure [2] presents the possible game histories h¢
under the strategy profile (¢*, 7*) obtained from the LPs in and . Since
h; contains both the Attacker trajectory and the Defender allocation history,
we visualize them separately for clarity. With only two assets, the Defender’s
allocation is characterized by resources at Asset 0. For an arbitrary h;, the
corresponding Attacker trajectory and the Defender allocation are plotted using
the same color.

6.1 Deceptive Behaviors

We first illustrate how (o*, 7*) induces belief manipulation and leads to emergent
deceptive behavior. In Fig. 3] we consider all trajectories following the parent
history fAL3, under which the Attacker follows the state sequence (2,3,5,9) and
the Defender allocates to Asset 0 throughout. Along ilg, the evolution of the De-
fender’s policy and the Attacker’s belief is characterized by {(T,ft (0), bt(O))}fZO
in Fig. 3] At time ¢ = 0, the Defender randomizes its allocation with policy
0 =[0.71, 0.29], 7 =[0.16, 0.84], This randomized strategy induces the poste-
rior Attacker belief b;=[0.53, 0.47], which is later preserved by the type-invariant
policy T,ft =[1, 0] until reaching state 9, strategically positioning the Attacker at
an indifference point.

At state 9, the Attacker faces two possible actions: moving Left toward
Asset 0 or Up toward Asset 1, each yielding different payoffs depending on the
type 0. Specifically, moving to Asset 0 yields payoffs (=19, 1) under types (0, 1),
while moving to Asset 1 yields (4, —25). Under the induced belief [0.53, 0.47],
the expected payoff of moving to either asset is identical, i.e.

0.53 x (—19) +0.47 x 1 = 0.53 x 4 + 0.47 x (—25).

(o]
>
S
Il
o
>
B
Il
—

~ o

Resources at Asset 0
w

N

2 3 4 2 3 4
Stage, t Stage, t

Fig. 3. Illustration of deception. Left: Attacker trajectories; Middle & Right: Type-
0 & 1 Defender allocation histories.
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Therefore, the Attacker is indifferent among all actions at state 9, which is
the consequence of the Defender’s deliberate randomization, which strategically
shapes the Attacker’s ambiguous belief [0.53,0.47]. However, this randomization
may appear “suboptimal”, since the type-0 Defender allocates to the decoy Asset
1 with a probability of 0.29, effectively “wasting" resources. As we will show later,
inducing such ambiguity at the critical Attacker decision point in fact maximizes
Defender performance, thus constituting purposeful deception. We use the term
purposeful deception to describe deceptive behavior that emerges endogenously
from the PBNE when influencing the Attacker’s belief and subsequent actions
improves the Defender’s equilibrium performance. In contrast, optimizing a sep-
arate deception heuristic may encourage unnecessary deceptive behavior that
degrades overall performance, resulting in “deception for the sake of deception”.

6.2 Effectiveness of Deception

The LP-generated strategy profile (o*,7*) in Fig. [2| leads to an expected per-
formance V%5 (s0, bo) =—16.68. To quantify the Defender’s informational advan-
tage, we compared with the full-information game outcome Vi (so,bg), where
Nature selects the true asset via by and publicly announces it. In the type-6
full-information game, the optimal Attacker strategy is the shortest path to the
true asset 6, while the Defender best responds by allocating to 6 at every step.
Such a strategy pair leads to the full-information value

Vi (s, bo) = 0.2 x (—19) + 0.8 x (—21) = —20.6.

With the value of information (Vol) [15] defined in (24)), we can capture the
Defender’s performance gain due to informational advantage:
_ Vip (s0,bo) — V1 (50, bo)

Vol (s0, bg) = [V (s0, bo) | . -

For the 4 x 4 DRAG, the performance gap between the two values is 3.92,
corresponding to a Vol of 19%. This indicates that, by purposefully allocating
to the decoys, the Defender manipulates the Attacker’s belief, leading to a 19%
improvement with respect to the full-information setting.

6.3 Equilibrium Validation

We next verify that (6, 7*) constitutes a PBNE by showing that neither player
benefits from unilateral deviation.

Table 1. Performances under unilateral Attacker deviation.

V*(s0,bo,0,7) LP-A, o* RS-A HPSP-A LPSP-A
LP-D, 7 -16.68 -8.32 -16.68 -0.85
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Attacker Deviation We consider the following alternative Attacker strategies:
RS-A samples actions uniformly; HPSP-A and LPSP-A follow a shortest path to
the highest-prior and the lowest-prior assets, respectively. Table [I] reports the
performances of the alternative Attacker strategies against the Defender strat-
egy 7*. As expected, all deviations yield values no smaller than V% (so, bo),
confirming that the (minimizing) Attacker cannot improve by deviating from
o*. Notably, HPSP-A attains the same performance as o*. However, the Defender
can best respond against HPSP-A by consistently allocating to the true asset, thus
exploiting HPSP-A. This yields a value of —16, strictly improving the Defender’s
payoff relative to the equilibrium.

Table 2. Performances under unilateral Defender deviation.

V*(s0,bo,0",T) LP-D, 7* RS-D TC-D TO-D CO0-D C1-D
LP-A, o* -16.68 -16.85 -16.68 -16.88 -16.80  -16.76

Defender Deviation We experimented with the Defender alternatives: RS-D uni-
formly samples actions; TC-D and TO-D respectively allocate to true and decoy
assets. ; CO-D and C1-D respectively allocate to Asset 0 and Asset 1 regardless of
the selected true asset. Table [2] shows that all deviations yield performances no
greater than V{5 (s, bo), validating the optimality of 7*. Although TC-D achieves
the same performance as 7, the Attacker can exploit it by moving toward the
true asset identified immediately after the first observation, yielding a value of
—20.6 that is strictly lower than V{%s(so, bo).

7 Conclusion

We introduced the Deceptive Resource Allocation Game (DRAG) and studied
purposeful deception under a Bayesian game framework. While the informed
player does not fully control the observed signal, we showed that DRAG still ad-
mits a linear program for computing Perfect Bayesian Nash Equilibria. Numeri-
cal results show that purposeful deception arises by shaping beliefs to influence
decisions at critical states, rather than simply maximizing inference bias or un-
certainty. Future work includes extension to two-sided information asymmetry
and larger-scale environments.
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A Appendix

A.1 Proof of Proposition

17

Proof. For t € [1:T], given the observed history h; = (ht—1, ut—1, Vt—1, S¢), We

will show (3]) outputs b;() under Assumption
By Definition |1}, the numerator of can be interpreted as
be—1(0) 7f_ (ve—1) = P7(0 | he—1) P (ve—1 | he—1,0)
_ P(h1,0) P(oy1,h41,0)
P(hi—1)  P(hi—1,0)
=P (01,0 | hy_).

The denominator of is a marginalization of the numerator, which can be

interpreted as
sz 1 Th, i Ut 1) P (Ut71|ht71)~

Therefore, (3) can be expressed as follows

bea (0) 71 (vi1) P (04,0 | he)
> bea(0 )Th, (V1) PT (vt | h1)
’P(’szl, 67 htfl) ,P(htfl)
P(hi1)  P(vpa, hea)
=P (0] ht1,ve1)
=bi(0),

where the last equality is a result of Assumption

A.2 Objective Upper-Boundedness
Lemma 1. For a fixed history hr_1, define

rr—1=max r(hr,0, ury,vr4),

0. ur—1,0r1

fri= max r(hp,0,ur,vr).

hr,0urop

Then, every feasible solution of (17) satisfies

UhT 1{ZRhT 1ZhT1 |: ZEhT] }§ rra + 7T

V1,87 Ur—1

(25a)

(25b)

(26)

Proof. Since the state and action spaces and the horizon are finite, the game
tree of DRAG is finite. Hence, the maxima 7r_; and 77 in are finite and

attainable.

Under a fixed o,_,, we will show the objective (17a]) is bounded above by

7r_1 + 77 for all feasible solutions. From the first part of (17a)), we have

0
T 1ZRhT Ty = Z gy (ur—1) r(hr—1,0,ur 1, v7-1) 2p,_, (v71)

0, ur—1,v7-1

<7rr_q Z (O'hT ) uT 1 ZszhT 1)

Ur—1

(27)
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=11 3 (s (i) D ra(6) (28)

Ur—1
- TT—lv

where follows from the definition of 7r_; in (25al) and szT_l > 0; the last

two equalities use (L7D), >, br1(0)=1, and 1" o, ,=1.
For any successor history hr = (hp_1,ur—1,v7_1, $T), notice constraint (17d)
implies, for every ur € U(st),

< euT ZRhTzZT< rT21 zh = TTZE;Tl wr lth (vra). (29)

Using (2 he deﬁnltlon of 7 in , and the probablhty—ﬁow constraints on
1III

ZZT in (17b)) and (17¢), the second part of (17al) can be expressed as

UhT 1 { Z éh"r:| = Z Ohr_4 (UT—I)ZhT

Ur-1, ST UT-1 Upq, V7, ST
sT

<7r Z (UhT L (ur—q) ZPT . lth (v 1))
Ur-1 v, s, 0

=T ST T, 6

=7rr Z (U;LT_l(UT—l)Z (ET LT E 1 thﬂ))
ur—1 s

=Tr.

Combining the inequalities for both parts of (17a)) yields the result in .
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